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Abstract. Recently, reconfigurable wireless sensor networks (RWSNs) have at-
tracted a lot of attention in research and industrial communities. They became
more complex and dynamic systems which led to the emergence of many chal-
lenges. The lack of energy, real-time constraints, and software and hardware
failures are the most important challenges in RWSNs. Indeed, several solutions
have proposed to come up with these challenges. To avoid huge costs in terms
of money, time, and effort of real experimentation, networks’ simulation tools
have become an essential necessity to study the impact of the proposed solutions.
In this work, we propose a new energy-efficient and fault-tolerant methodology
that composed of a set of solutions summarized in the use of mobile sink nodes
(MSNs), application of the mobility, resizing, and test packet technique using a
multi-agent architecture and an energy-efficient routing protocol. Moreover, we
propose a new discrete-event simulation tool named RWSNSim designed for sen-
sor networks (WSNs & RWSNs). We present its description, modeling, and pro-
vided services. The proposed simulation tool allows simulating sensor networks
with and without application of the proposed methodology. Finally, we simulate
a case study using RWSNSim in a 3D environment which proves the effectiveness
of the proposed methodology and demonstrate the efficiency of the suggested
simulation tool.

Keywords: Sensor networks - WSNs - RWSNs - Multi-agent architecture - Mo-
bility - Resizing - Mobile sink node - Hardware & Software failures - Test packet
technique - Energy-efficient - Fault-tolerant - RWSNSim - Simulation tool

1 Introduction

In recent years, wireless sensor networks (WSNs) have gained worldwide attention in
research and industrial communities. They have a wide variety of applications from
small-size to large-scale systems and provide unlimited future potentials in a variety
of areas such as medical, agricultural, environmental monitoring, smart transportation
and intelligent home [22,47,5]. WSNs deploy a set of multi-functional and battery-
operated devices known as sensor nodes (SNs). They have considerable characteristics
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such as low cost, small size, low computing resources, and limited processing. SNs can
sense both physical and chemical measurements in the surrounding environment such as
temperature, humidity, and gases. They communicate with each other through wireless
communication and work cooperatively to transmit a volume of data to a central station,
process the sensing data, and execute a set of tasks [1, 38, 39].

In fact, there are several challenges in WSNs such as lack of energy problem, real-
time constraints, and hardware/software failures [16, 2]. The mentioned problems occur
because of several factors like SNs use limited energy resources, WSNs work under
many types of renewable energy resources which are not frequently available, SNs are
fragile and prone to failures, communication volume, human effects, and harsh envi-
ronmental conditions [11, 37, 38].

To resolve the mentioned problems, many solutions and techniques are proposed
such as reconfiguration, mobility, resizing of zones, energy-efficient and fault-tolerant
routing protocols [42, 17]. Reconfigurable wireless sensor networks (RWSNs) are WSNss
with the possibility to execute reconfiguration scenarios thanks to the existence of ad-
ditional specific devices (i.e., software and hardware agents, mobile SNs, and MSN5)
[15,37,39].

Indeed, there are several energy-efficient routing protocols in WSNs such as e-
NL BEENISH (extended-Network Lifetime Balanced Energy Efficient Network Inte-
grated Super Heterogenous Protocol) [43], WBM-TEEN (Well Balanced with Multi-
hops intra-cluster Threshold sensitive Energy Efficient sensor Network protocol) [26],
and LEACH (Low Energy Adaptive Clustering Hierarchy) [49]. Otherwise, there are
also many fault-tolerant routing protocols for WSNs such as PFTP (Proactive Fault
Tolerant Routing Protocol) [32], CFTR (Cluster-based Fault-Tolerant Routing proto-
col) [25], and FTCM (Fault-Tolerant Clustering-based Multi-path algorithm) [23].

In order to evaluate the proposed solutions and techniques and conclude their impact
on the networks’ efficiency, the researchers have two choices: real experimentations or
simulation. Since the expensive cost, effort, time, and complexity implicated in the
real experimentations which associated with the construction and the implementation
of WSNs & RWSNs, the developers prefer to get an overview about feasibility and
behavior of RWSNs before hardware implementation [39]. Indeed, the analysis and
evaluation of the performance of the proposed solutions and techniques through real
experimentations are not feasible, complex, and very expensive. As result, to keep up
with these challenges, several simulation tools [27] are proposed. They provide many
advantages like low cost, giving real-time results, and easy development.

In this work, we present an extended version of the paper [39] with a simplified ex-
planation of the suggested methodology in [38] with some improvements. Briefly, we
present an energy-efficient and fault-tolerant methodology which is a unified method-
ology permits the use of a set of solutions and techniques in energy and time-saving
manner to resolve the mentioned problems. The proposed solutions are summarized
as follows: 1) using a multi-agent architecture which allows to handle the execution of
the reconfiguration scenarios, ii) using mobile sink nodes, iii) applying the mobility of
mobile entities in a 3D environment which permits to reduce the consumed energy in
the network, iv) applying the geographic resizing of zones in a 3D environment which
guarantees a good coverage of the largest possible area in the network, and v) using
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the test packet technique which permits to detect and isolate the malfunctioning en-
tities in the network [38]. Moreover, we suggest a new discrete-event simulation tool
called RWSNSim which permits the construction of WSNs and RWSNSs, saving them in
a database, using two routing protocols (LEACH and WBM-TEEN), plotting the simu-
lation graph, showing the execution report of each monitoring time, drawing the result-
ing line charts after the simulation, and comparing between the different networks and
simulations. The proposed simulation tool permits also to apply the suggested method-
ology [39, 41].

The rest of this work is organized as follows. After the introduction section, we
present the state of the art in section 2. Then, we resume a background about sen-
sor networs, energy issue, and hardware & software failures of networks’ entities in
Section 3. Morover, the proposed methodology is formalized and detailed in Section
4. Furthermore, the suggested simulation tool is described and reported in Section 5.
Section 6 presents a case study simulated using RWSNSim to validate and evaluate the
performance of the proposed methodology and simulation tool. Finally, the conclusion
is drawn in Section 7.

2 State of the Art

The work in [17] proposed an approach based on an intelligent multi-agent distributed
architecture using the three forms of reconfiguration (software, hardware, and protocol
reconfiguration). The suggested architecture composed of five types of agents: coordi-
nator, supervisor, scheduler, battery manager, and reconfiguration manager. Each agent
has specific responsibilities in the system.

In [15], reconfiguration is considered as an efficient and effective solution to resolve
the energy problem in WSNs because it makes the WSN satisfy the real-time and en-
ergy constraints taking into consideration the system performance optimization. While
the paper [10] proposes a new pipelined approach to execute a set of reconfiguration
scenarios that need to be applied without altering the performance of the pipeline.

On the other side, the paper [6] proposes a mobile data collection scheme based on
the high maneuverability of the unmanned aerial vehicles (UAVs) considering them as
MSNs in WSN water monitoring. They transmit data wirelessly to collect monitoring
node data efficiently and flexibly. Otherwise, the paper [48] proposes an energy efficient
routing schema combined with clustering and sink mobility technologies in WSNs.
Otherwise, the authors in [6] propose a new method to find an efficient location service
for MSNs using the surplus energy of a solar-powered WSN. The paper [31] studies
the energy-efficient routing method with a support for multiple MSNs to effectively
alleviate the hot spot problem, as the sink node can move along certain paths, resulting
more even distribution of the hot spot nodes. Finally, the authors of [44] propose an
intelligent method to discover the optimal path for MSNs using a modified traveling
salesman problem (MTSP).

The papers [33, 28] propose the mobility as a solution to minimize the total distance
between SNs which permits to decrease the energy consumption to keep the network
alive as long as possible. The authors of [3] propose a zone-based sink mobility (ZBSM)
approach which permits the mitigation of the energy hole problem and optimal sink
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node placement thanks to the zone formation along with controlled sink mobility. To
avoid network portioning problems, the sink decides to move toward strongly loaded
zone (SLZ) which can be selected using Fuzzy Logic.

Otherwise, the work in [18] suggests the geographic resizing of zones as a solution
to the lack of energy and coverage of zones problems in WSNs. Moreover, the paper
[9] proposes a data dissemination protocol named hexagonal cell-based data dissemina-
tion (HexDD) which exploits a virtual infrastructure and considers dynamic conditions
of multiple sinks and sources. The proposed protocol is a fault-tolerant protocol which
permits to bypass routing holes created by imperfect conditions of wireless commu-
nication in the network. While the authors of [15] tend to apply the resizing of zones
and the 3D mobility of mobile SNs into a run-time power-oriented methodology which
permits to conserve more energy during the communication among network elements
and increase the network lifetime.

On the other hand, many researches suggest energy-efficient routing protocols as
effective solutions to the lack of energy problem in WSNs. In fact, there are several
energy-efficient routing protocols such as the Balanced Energy Efficient Network Inte-
grated Super Heterogeneous Protocol (BEENISH), extended-Network Lifetime BEEN-
ISH (e-NL BEENISH), Information Quality Aware Routing protocol (IQAR), and Low-
Energy Adaptive Clustering Hierarchy (WBM-TEEN) [46, 43, 20, 49, 21].

In the same context, there are many fault-tolerant routing protocols which are used
to treat the software & hardware failures such as Efficient Fault-Tolerant Multipath
Routing Protocol (HDMRP), Proactive Fault Tolerant Routing Protocol (PFTP), and
Energy-Efficient and Fault-Tolerant Routing Protocol for Mobile Sensor Network (FTCP-
MWSN) [49, 24].

Table 1 presents a discussion about the contribution of some of the mentioned re-
lated works and the suggested methodology in this work in terms of the proposed solu-
tions.

Table 1. Discussion about the contribution of some of the mentioned related works and the sug-
gested methodology

Work |MAA|REC|MOB|RES|MSNs|EERP| FTRP&Tech
[15] 4 v v |V X X X
[6] X 4 v X 4 X X
[48,31] X v v X v v X
[3] X v v X v X X
[9] X X X v X X v
[38] v v v |/ v v v

Only for time-driven
routing protocols
Suggested | v v |/ v v v
methodology

MAA: multi-agent architecture, REC: reconfiguration, MOB: mobility, RES: resizing, MSNs:
mobile sink nodes, EERP: energy-efficient routing protocol, FTRP&Tech: fault-tolerant routing
protocol & techniques.
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Through table 1, we conclude that the proposed methodology permits the appli-
cation of several effective solutions in energy and time-saving manner which leads to
achieving a high success rate in extending the lifetime of the network compared with
other related works.

Indeed, many simulation tools of sensor networks have been proposed by aca-
demic and commercial communities such as NS-3, JavaSim, OMNet++, GloMoSiM,
and RWiN-Environment [27, 34].

NS-3 (Network Simulator-3) [29] is a discrete-event simulator designed for Internet
systems. It was launched in June 2008 as an open-source project and licensed under
the GNU GPLv2 license. It was targeted primarily at research and educational uses and
maintained by a worldwide community. The latest version of NS-3 is NS-3.35 which
provides several improvements such as [Pv6 support for Nix VectorRouting and a group
mobility helper. It is released in October 1, 2021.

J-Sim (JavaSim) simulator [19] is a general purpose simulator started in year 1997
and used by various commercial and academic organizations. It is an object-oriented
simulation package based upon C++SIM. J-Sim permits executing several script-based
languages such as Python and Perl thanks to the use of a script interface. It provides
a framework for WSN simulation using INET, ACA, and Wireless Protocol stack. The
latest version of J-Sim is 2.2.0 GA which is released in January 4, 2020.

OMNet++ [30] is a powerful object-oriented discrete-event simulator which was
launched in September 1997 and has a large number of users in educational, academic,
and research-oriented commercial institutions. It is designed for the simulation of dis-
tributed and parallel systems, computer networks, performance evaluation of complex
software systems, and modeling of multiprocessors. It is a modular, extensible, and
component-based open-architecture simulation framework. The current version of OM-
Net++ is 5.7 which is released in October 6, 2021.

GloMoSiM (Global Mobile Information System) simulator [12] is a discrete-event
scalable simulation software developed by Parallel Computing Lab at UCLA. It is de-
signed for large-scale wireless network systems using parallel discrete-event simula-
tion provided by Parsec. It supports three communication protocols: traditional Inter-
net protocols, multi-hop wireless communication, and direct satellite communication.
GloMoSiM uses Parsec compiler to compile the simulation of protocols. It allows the
simulation of networks which contain thousands of heterogeneous nodes and commu-
nication links.

RWiN-Environment (Reconfigurable Wireless Network Environment) [40] is a graph-
ical tool developed in the research laboratory LISI at the University of Carthage in
Tunisia. It is develop for the modeling, formal verification, validation, simulation, code
generation and implementation of RWSNs. It also permits evaluating the services of
the RWiN-Methodology which is proposed to construct, analyse, develop, and verify an
RWSN system in order to reduce the consumed energy by the network elements [14].
It is intended for a large community that allows RWSN designers to develop safety sys-
tems. RWiN-Environment is able to treat all forms of reconfiguration together and sim-
ulate and validate reconfigurable systems in the same environment, reduce the formal
verification time, deploy the obtained code generation on STM32F4 microcontrollers,
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and save the obtained graphics which allows the study of the history of all RWSN im-
plementations [13].

Table 2 presents a comparison of the mentioned simulation tools according to gen-
eral parameters.

Table 2. Comparison of some simulation tools [39]

Name Type | Prog. |License| GUI | Scala- |Porta-| Designed for
Lang bility | bility | (WSNs or
RWSNs)
NS-3 Discrete| C++, | Open | Limited | Large | Yes WSNs
event |Python| source
JavaSim |Discrete| Java | Open | Medium |Medium| Yes WSNs
event source
OMNet++ |Discrete| C++ | Open |Excellent| Large | Yes WSNs
event source
GloMoSiM |Discrete| C Open | Limited | Large | Yes WSNs
event source
RWIN-  |Discrete| Java | Open |Excellent{Medium| Yes RWSNs
Environment| event source
RWSNSim |Discrete| Java | Open |Excellent|Medium| Yes |WSNs, RWSNs
event source

Through table 2, we remark that the most obvious strength of the proposed sim-
ulation tool is its ability to simulate both WSNs and RWSNs. For that, the proposed
simulation tool RWSNSim is considered as the first simulation tool designed to simulate
both WSNs and RWSNs. Moreover, it has also other strengths summarized as follows:
license, graphical user interface (GUI), and portability.

3 Background

We present in this section a semi-formal description of the components and architecture
of sensor networks. Then, we describe the energy issue by formalizing the energy model
and problem. Finally, we detail the software & hardware problems in sensor networks
[38].

3.1 WASN Architecture
A wireless sensor network (W) in a 3D environment is composed of:
1. A base station BS,

Nbz (W)
2. A set of zones formalized by: Sz(W) = { U {Zk}} where Nbz (W) is the
k=1

number of zones in W and Zj, is a zone in W,
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3. Each zone Z;, contains:

- A gateway G,

Nbx (Z3)
— A set of fixed sensor nodes formalized by: Sy(Z;) = { U {Nix}}
i=1

where N, j, is a sensor node in Z, and Nby(Z}) is the total number of sensor
nodes in Z.

Fig. 1 shows the architecture of a WSN.

0 7 WSN
~e 0 k—-—-——*‘“@

G
© 0] k BS End-user

Fig. 1. WSN Architecture

Each sensor node in W has a sensing unit composed of: i) a set of sensors formal-
ized by S5 = {Sens; n,,| i € [1.Non(Z)], k€ [1.Nog(W)] and je
[1..Nbsens(Nix)]} where Sens; , , is a sensor in Ny and Nbsens (Vi 1) is the total
number of sensors in N; ; and ii) an analog to digital converter (ADC). These sen-
sors are designed for sensing the chemical and physical conditions in the surrounding
environment such as temperature, gases, humidity, light, luminosity, pressure, etc. It
contains also a transceiver unit connected with an antenna, a processing unit composed
of a microcontroller, and an external memory. Each sensor node contains also a power
unit composed of two batteries. The first one is the principal battery By, (N; ;) and the
second one is the additional battery B,qq(N; x). The principal battery is rechargeable
by the additional battery and this last one is rechargeable from the harvesting energy.
Finally, to generate the harvesting energy, each sensor node has a power generator con-
nected with the harvesting energy module [35, 4, 45, 36, 32].

Each entity E in W has three coordinates {(x g, yg, zg)|E € {Sn (W), Sg, BS}},
where Sy (W) is the set of sensor nodes in W and S¢; is the set of gateways in W. These
coordinates represent the position of £ in W.

3.2 RWSN Architecture
A reconfigurable wireless sensor network (R) in a 3D environment is composed of:

1. A base station BS,
2. A controller agent Agcr
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Nbz(R)
3. A set of zones formalized by: Sz(R) = { U {Zx}} where Nbz(R) is the
k=1

number of zones in R and Zj, is a zone in R,
4. Each zone Z;, contains:
— A zone agent Agy,
— A set of MSNs formalized by Ssn(Z;) = {SNm il k € [1.Nbz] m €
[1..Nbsn(Zy)]}, where SN, 1 is a mobile sink node in Z;, and Nbgn (Zy) is

the number of MSNs in 7,
Nbn (Z3)
— Aset of sensor nodes formalized by: Sy (Z;) ={ U {Nix}}, where N,
i=1

is a sensor node in Z and Nby (Zy) is the total number of SNs in Z,

— There are two types of SNs: fixed and mobile ones. The fixed SNs are formal-
ized by SFN(Zk:) = {Ni,k| k € [lez] S [1NbN(Z]€)]} The mobile
SNs are formalized by Sy v (Zy) = {Ni x| k € [1..Nbz] i € [1..Nbn(Zk)]}.
We denote that Sy ny U Spy = Sy and Syn N Spy = 0}.

Fig. 2 displays the architecture of an RWSN.

Mobfi\le SNs
i
Z RWSN
Fixed || HEI -
w O
] Oo ) o © Agk AZc BS End_user
Mobile Sink Nodes

Fig. 2. RWSN Architecture

Indeed, the fixed sensor nodes in R are the same in I/. Otherwise, the mobile SNs
contain the same components as fixed SNs with two additional components: a location
finder and a mobilizer. The location finder is used to identify the position of the mobile
SNs. While the mobilizer permits them to move easily in the network.

Otherwise, MSNs have the same components as mobile SNs with two high-charge
level batteries and without the sensing unit. They play the role of gateway between
sensor nodes and zone agents [45, 36].

Each fixed entity E in R has three coordinates formalized by {(vg,, yE,, 2E,) |
E¢ € {Spn(R), Sag,, Agoiri, BS}}, where S 4, is the set of zone agents in R. These
coordinates represent the position of £y in 2. While each mobile entity E,,, in R has
three original coordinates formalized by {(x .., yE,., 2E,, )| Em € {Sun(R), Ssn}}.
These coordinates represent the original position of E,, in R. Each mobile entity E,, in
R has also three actual coordinates formalized by { (2, , v ;25 )| Em € {Sun(R),
Ssn }} which represent the actual position of E,,, after its last executed mobility task.
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Finally, the charge capacity of each entity £ in W and R is formalized by
capacity(E) = capacity(By,(E)) + capacity(Bgqq(E)). While the total charge of
each entity E in W and R is formalized by C(E) = C(Bp,(E)) + C(Baad(E)).

3.3 Energy Model in RWSNs

In each period p, each entity E in R executes a set of tasks which is formalized by
T,(E) = {11, 72, ..., Tnp, (E) }» Where Nb.(E) is the total number of tasks that exe-
cuted by F during p. Each task 7, is associated with a trilogy formalized by T'r,, -, (E) =
{tewec(Ta)s €c(Ta), Dr, } such that te,e.(7,) is the execution time of 7, e.(7,) is the en-

ergy consumed by F to execute 7,, and p,, is a function formalized by:

ey

n if T, is executed n times
Pr. = 0 if not

Indeed, we can predict the approximate value of the consumed energy by each entity
E in R during p using the following formula:

¢, Nb7
EC,(E) :/t > (pr(B) X ec(ra(E)))dt + € )

z a=1

where p = |t, — t,|, NbE is the number of tasks executed by F during the period p.
Otherwise, we can predict also the approximate value of the produced energy by the
additional battery in each entity F in R during p using the following formula:

tj

EP,(E) = / " S leproa x (t; — )] 3)

t;

where e,,.04 18 the produced energy in each time unit, ¢, < ¢; < ty,t, < t; < ¢, and
p= |ty — tal-

3.4 Energy Problem in Sensor Networks

In fact, sensor networks are designed for specific applications which range from small-
size healthcare surveillance systems to large-scale environmental monitoring systems.
In recent years, several challenges appear in sensor networks where the energy problem
is the most important challenge [38].

The lack of energy problem in sensor networks is a disturbing problem, especially
in crucial domains such as medical, nuclear, and the prediction of natural disasters.
Indeed, sensor networks operate using renewable energy resources which are character-
ized by the oscillating presence in the surrounding environment such as solar energy,
wind energy, hydropower, and bioenergy. For that, we explain the energy problem in
the following.

We assume that the energy production times can interfere with the energy con-
sumption times. But in several periods renewable energy cannot be available. For that,
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we consider that the harvesting energy is unavailable in the period p = t; — t, which
can be a long period. Therefore, the energy produced by the harvesting energy module
in each entity E in the network is almost equal to zero (£ P, ~ 0). While the energy
consumed by the active entities in the network increases with time (EC, >> 0) (Fig.
3). As a result, the total charge of the remaining active entities will reach the threshold
B which is a threshold for the energy charge in each entity E in the network and it is
used to deactivate the entity E (C(E) < ).

Energy units Energy consumption by an entity E

600

| B = s6,38794382

<

ta tl 2 3 4 5 6 7 ¥ 9 tl0 tll 12 t13 t14 t15 tl6 t17 tb

Time
—— consumed energy remaining energy

Fig. 3. Energy consumption by an entity E

As more time passes, the distance between the remaining active entities in the net-
work will be expanded which leads to increasing the consumed energy by these entities
which speed up their deactivation. As a result, more entities will be deactivated and the
network can stop working until human intervention or the return of harvesting energy.

3.5 Software & Hardware Failure Problems

In fact, wireless sensor networks are mainly composed of a set of sensor nodes that
are fragile and prone to many failures such as software & hardware failures, unreliable
wireless connections, and malicious attacks. These failures make the network perfor-
mance degrade significantly during its lifespan. The probability of sensor node failures
increases because of several factors such as increasing the number of sensor nodes and
deploying them in dangerous environments. SNs may fail because of many reasons such
as lack of energy and failure of one of the sensor node components. They may also sense
and transmit incorrect data. Otherwise, the network topology can be affected because
of link failures which may cause some delays in data communication. In WSNs, ev-
ery failure affects the efficiency of the network by disrupting the execution of the data
transmission process and reconfiguration scenarios. For that, fault detection in WSNs
is an efficient solution that has to be precise to avoid negative alerts, and rapid to limit
loss. In this work, we treat the software/hardware failures that disrupt the receiving and
sending tasks executed by the different network entities. We use a test packet technique
that permits detecting the malfunctioning entities in the network and isolating them [50,
7,8].
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4 New Energy-Efficient and Fault-Tolerant Methodology In
RWSNs

In this section, we formalize a set of constants, variables, and functions that are used to
describe and treat the energy problem and the hardware & software failures. Then, we
formalize the different rules that are used in the suggested methodology to regulate the
application of the proposed solutions and techniques.

4.1 Terminology

Table 3 presents the most executed tasks by the entities in RWSNSs.

Table 3. Set of the most energy-consuming tasks executed by different entities in R

E Ta(E)  |Description
E € {Agcir, Trecept (F') |Receiving packets from predecessors.
Sage,Ssn,Sn} | Tsenda(E) |Sending packets to successors.
Ag € Sag Tpeact(Ag) |Deactivate the entity E which is controlled by Ag.
Tact(Ag) |Activate the entity E which is controlled by Ag.
Agoir Tres(Agctri) | Apply the resizing of zones.

Trso(Agcirt) |Isolate the malfunctioning zone agent Agy.
Tmob(Agr) |Apply the mobility of mobile entities.
Agk Trso(Agr) |Isolate the malfunctioning entity F where E € {Sn, Ssn }.
Torg(Agr) |Organize the sensor nodes in Zj, in subzones into clusters.
E € {Ssn,Sun}| Tamove(F) |Moving to another position in Zj.
N € Sy Tsens(IVi k) |Sensing the physical and chemical conditions of the
surrounding environment by Sens; n, , .

Firstly, we propose a set of constant and variable thresholds and a set of functions
to describe the energy problem in RWSNs. They are summarized as follows:

— ap: is a constant threshold for the energy charge in each entity E in the network
where E € {Agcir, Sag,, Ssn, Sn}. It is used by agents to activate the inac-
tive entities in the network. While, o, , is used by zone agents to determine the
poor SNs in their zones in terms of energy charge and to apply the mobility. o is
formalized by:

0.15 x capacity(E) < ap < 0.2 X capacity(E) ()

— Bg: is a variable threshold for the energy charge in each entity F. It is used by the
agent that controls F to deactivate it. It is formalized by:

Be = EC|,(E) S)

where E € {Agcitr, Sage,Ssn, Sy} and p is the period that is required for one
monitoring time.
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~: is a constant threshold for the number of active SNs in each zone Zj. It is used
by zone agents to apply the mobility of mobile SNs. It is formalized by:

0.3 x Nbn(Zy,) < < 0.4 x Noy(Z) ©6)

A: is a constant threshold for the number of active SNs in each zone Z. It is used
by Agcyri to apply the resizing of zones. It is formalized by:

state(E): is a boolean function that indicates the state of the entity E. It is formal-
ized by:
1 if E is active
state(E) = . (8)
0 if not
where E € {Agciri, Sag,, Ssn, SN}
isFree(E): is a boolean function that indicates the recent movements of a mobile
entity E. It is formalized by:

0 if E has moved recently as close to
isFree(E) = a poor sensor node Ng 9
1 if not

where E € {SSN7 SMN}
isMalFun(E): is a boolean function that indicated if the entity F is a malfunc-
tioning entity or not. It is formalized by:

isMalFun(E) - {1 if E is aMalfunctioang ;ntitji (10)
if no

Where E € {AgCt’l‘l7 ‘S'Ag)c ) SSN7 SN}
EPres(N; ) is a boolean function that indicates if the energy problem of a poor
sensor node NN; i, is resolved recently. It is formalized by:

1 if the energy problem of Ny
EPres(N; i) = is resolved recently (11)
0 if not

Nbact(Ni, Zi): is the total number of active SNs in a zone Zj,. It is formalized
by:
NbN (Zk)
Nbace(Nig, Zi) = ) state(Ni) (12)
i=1
Nbact(SNp ki, Zi): is the total number of active MSNs in a zone Zj. It is formal-
ized by:
NbSN(Zk)
Nbact(SNm i, Z) = Y state(SNpx) (13)

=1
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Moreover, we propose a set of variables that are used to detect the malfunctioning

d: is a percentage factor that must be defined by the administrator of the network to
fix the waiting time to receive the sensing data in time-driven routing protocols or
the acknowledge messages in both time-driven and event-driven routing protocols.
trep, (E): is the response time of the entity E' when receiving a request for sensing

data.

dly(E1, E5): is a deadline for the receiving task when F sends a request for sens-

ing data from Ej.

trep, (E1): is the response time of the entity £ when receiving a test packet from

Es.

dly(E1, E5): is a deadline for the receiving task when E5 sends a test packet to E
and waits for the acknowledge message. It is used by FEs to accurately detect the

malfunctioning entity.

Cdt 1 Cdt 2
TAct(Agx.k) Iﬂeact(‘qgi‘k)
0 @ * 0 O Additional Battory —{ @ * I O
D Ni.k u N”( Principal Bat‘l:ery—iD N”( |:| Ni,k
Inactive SN Active SN Active SN Inactive SN

messages and call human intervention. They are summarized as follows:

Fig. 4. [llustration diagram of an example of Rule 1

Otherwise, we suggest a set of variables that permit to Agcy,-; and BS to send alert

Nbyirn(Zy): is the number of malfunctioning SNs in Zj,.

Nbsirsn (Zy): is the number of malfunctioning sink nodes in Zj.
Nbyirag(R): is the number of malfunctioning zone agents in R.

flrN: is a constant threshold for the number of malfunctioning SNs in Z. It’s

value is formalized by firN > 0.1 x NbN(Zy,).

— flrSN': is a constant threshold for the number of malfunctioning MSNs in Zj. It’s

value is formalized by flrSN > 0.2 x NbSN(Z,).

— flrAg: is a constant threshold for the number of malfunctioning zone agents in R.

4.2

It’s value is formalized by firAg > 0.1 x NbZ.

Rules

Indeed, we propose a set of rules to distribute the different responsibilities in the net-
work, regulate the application of different reconfiguration scenarios, and realize the
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proposed solutions and techniques in the suggested methodology. They are formalized
as follows:

— Rule 1: Activation & Deactivation of the network entities (Fig. 4).
e Cdt1:if (C(F) > ag & state(E) = 0 & isMalFun(E) = 0) then the
agent Ag that controls the entity E decides to activate it. As a result, the fol-
lowing task must be executed by Ag:

Tact(Ag) = Activate(E)

where Ag S SAg and F € {Agcm, SAgk,SSN, SN}.

e Cdt 2: if (C(E) < g & state(E) = 1) then the agent Ag that controls
the entity ' decides to deactivate it. As a result, the following task must be
executed by Ag:

Tpeact (Ag) = Deactivate(E)

where Ag € Sagand E € {Agciri, Sag, Ssn, S}

— Rule 2: Application of mobility (Fig. 5).

o Cdtl:if (state(N;jx)=1 & C(Nix) < an,, & EPres(Nijx) =0 &
Nbact(Nig, Z) > v & Ny € SZp, 1) then Agy decides to apply the mo-
bility of SNy, ;. taking into consideration the following subcondition:

x Cdt 1.1: if (isFree(SNp, ) = 1) then Agy, and SN,, ; must execute
the following tasks:

Trob(Agr) = ApplyMobility(SNp, k)
TMove (SNm k) = MoveTo(NewPosition)

o Cdt2:if (state(N;x)=1 & C(Nix) < an,, & EPres(Nix) =0 &
Nbact(Nig, Zr) < v& N € SZp, 1) then Agy, decides to apply the mo-
bility according to the following subconditions:

x Cdt 2.1z if |N; xSNp, k| < |N;kE| then Agy, decides to apply the mo-
bility considering the following cases:
- Case 1: if (isFree(SNy, ) = 1) then Agy, applies the mobility of
SNy, 1, according to Cdt 1.1 without considering Cdt 1.
- Case 2: if (isFree(SNpy, k) = 0) then Agy applies the mobility of
N, i according to Cdt 2.2 without considering Cdt 2.
such that E' € {SN,, 1, N, i} where N, j, is the closest active mobile SN
to Ni,k
x Cdt 2.2: if (|N; xSNp x| > |N; Ny | then Agy applies the mobility
taking into consideration the following cases;
- Casel:if (isFree(Ngy) = 1&C(Ng i) > [fttj’ (ec(Tarove (N k))dt
+ an, , +¢€)]) then Agy, applies the mobility of N, , where:

ec(Trmove(Nak)) = (| NixNa k| — |N; pSuceN; k|/2) X enrob

where e/, 1s the energy consumed by IV, ;, to move one meter.
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Therefore, Agj, and N, ;, must execute the following tasks:

Tmob(Agr) = ApplyMobility(N,,x)
Taove(Na,k) = MoveT o( NewPosition)
Torg(Agr) = OrganizeN odes()

case 2: if (isFree(Noy = 0) || C(Nak) < [ (ec(Tatove(Na i) )t
+an, , + €)]) then Agy, decides to apply the mobility of SN,, . ac-
cording to Cdt 1 without considering its conditions.

—
Cdt 2.2
car 1] —_ Case 1
Q Poor SN
Suce(Nyy) N
’ r[’}rg(A.gk) il i d
i A Succ(Nyy) Tors (k)
Po‘ﬁ sy d r.wnh(-ff—k_) ____ - dsz Eo org(AJk
-------------- ; Age Thtove(Nas) -
Free Mobil k)N e
U N2 1y (S ) Sink Node O @ Twon(Age) A9
ik SNy g
mk Occupied Mobile [l .—I"leg Mobile
Sink Node Npe SN

Fig. 5. Illustration diagram of examples of Rule 2

— Rule 3: Application of the resizing of zones (Fig. 6).

o Cdt1:if (Nbaci(Nig,Zy) < X) then Agceri decides to apply the resizing
of zones of Zj, and its neighbor zone Z, which contains the minimum number
of active SNs and/or active MSNs. As a result, Agcy; and Agy must execute
the following tasks:

Tres(Agcotrl) = Resizing(Zy, Z,,)
Tpeact (Agr) = Deactivate(Agy)
Torg(Aga) = OrganizeN odes()

— Rule 4: Detection and isolation of malfunctioning entities in the network (Fig. 7).
o Cdt1:if (trep, (Nik) > dli(Nek, SN k)) then SNy, 1 sends test packets
to the sensor nodes belonging to the cluster whose head is N, j, from closest to
farthest until finding the malfunctioning one.
% Cdt L1:if (trep, (Nig) > dlo(N; g, SN 1)) then SN, i, sends an alert
message to Agy, to inform it that V; ;, is a malfunctioning sensor node. As a
result, Agy, isolates N; j. Therefore, Ag;, must execute the following tasks:

TISO(Agk) - Isolate(NLk)
Torg(Agr) = OrganizeNodes()
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Fig. 6. Illustration diagram of an example of Rule 3
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message

Fig. 7. llustration diagram of an example of Rule 4

o Cdt2:if (trep, (SNpm k) > dlai(SNpm k, Agr)) then Agy sends a test packet
to SN, i, to detect if it is a malfunctioning sink node.

% Cdt2.1:0f (trep, (SNmk) > dla(SNp k, Agr)) then Agy isolates SN, k.
As a result, Agy must execute the following tasks:

Trso(Agr) = Isolate(SNy, 1)
Torg(Agr) = OrganizeNodes()

o Cdt3:if (trep, (Agr) > dli(Agr, Agcirt)) then Agowr sends a test packet
to Agy, to detect if it is a malfunctioning zone agent.

w Cdt 3.1: if (brep, (Agr) > dla(Agr, Agcir)) then Ageyy isolates Agy,
and applies the resizing of zones (Rule 3). As a result, Agcy,; must execute



Title Suppressed Due to Excessive Length 17
the following tasks:

Trso(Agcir) = Isolate(Agy)
TRes(Agcirt) = Resizing(Zy, Z,,)

Note: Rule 4 is used in time-driven routing protocols. While, in event-driven rout-
ing protocols, test packets are sent periodically from Agcy,; to all SNs, passing
through zone agents and MSNs taking into consideration Cdt 1.1, Cdt 2.1, and
Cdt 3.1 to detect and isolate the malfunctioning entities without stopping when
detecting a malfunctioning entity.

Fcac: |
|cat1 |

Malfunctioning Sink
Nodc

&
o © © mm

® Tsend (Agk)

Human Intervention

Calls

)

Agetrt Tsenda(Ageer) B

Fig. 8. [llustration diagram of an example of Rule 5

— Rule 5: Resolve the hardware & software failure problem by calling human inter-
vention (Fig. 8).

o Cdtl:if (NbflTN(Zk) > flrN || Nbfl'rSN(Zk) > flrSN) then Agy, sends
an alert message to Agcy,; Which transmits it to B.S which calls human inter-
vention.

o Cdt2:if (Nbpirag(R) > flrAg) then Agceri sends an alert message to B.S
which calls human intervention.

5 RWSNSim: Reconfigurable Wireless Sensor Networks
Simulator

In this section, we describe the suggested simulation tool and present its provided ser-
vices. Furthermore, we model the used databases to store the information of sensor
networks using entity relationship diagrams [39]. Finally, we present the used algo-
rithms to apply the proposed methodology and to develop the suggested simulation tool
[38].
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5.1 Description

The proposed simulator RWSNSim is a discrete-event simulation tool designed for WSNs
and RWSNs. It is developed using Java for research and educational use. It is a free,
open-source, extensible, and reusable simulation tool. RWSNSim supports several op-
erating systems such as Windows and UNIX. It is capable of simulating sensor net-
works that contain hundreds of entities. It is a desktop simulator that allows construct-
ing WSNs and RWSNs and simulating them using two routing protocols (LEACH and
WBM-TEEN) with and without the proposed methodology.

The suggested simulation tool provides several services during the simulation pro-
cess, including the following:

— Create new WSNs and RWSNs with two manners: manual & regular and automatic
& random.

— Save the created sensor networks in a database using MySQL or hsqldb according
to the user’s choice.

— Provide two routing protocols: LEACH and WBM-TEEN.

— Display the simulation graph of each simulation using jgraph, jgraphx, and jgrapht
libraries.

— Show the execution report for each monitoring time during the simulation.

— Extract the simulation results and display them in form of line charts using jfreechart
library.

— Comparison of different networks and simulations.

5.2 Database Modeling

Indeed, RWSNSim uses databases to store information related to the created sensor net-
works. To make these databases, we use entity relationship diagrams (ERDs) to model
them. In fact, we have two ERDs that are explained as follows:

— ERD for WSNs: Fig. 9 displays the ERD of created WSNs in RWSNSim which
is used to generate the databases used to store information related to the created
WSNs that can be entered by the user (manual & regular manner) or generated au-
tomatically (automatic & random manner). Indeed, this ERD contains the following
databases:

o [DB:WSNs]: is a database that includes a single weak entity named WSN_Infos
which contains the general and common information related to each WSN such
as its name (WSN_Name) which is the key attribute, the number of sensor nodes
(NbNodes), and the used routing protocol (protocol).

o [DB:WSN_Name]: For each constructed WSN with RWSNSim, a database
with the same name is created to store its information. It contains three strong
entities that are summarized as follows:

x Zone: includes the common information of each zone in the network such
as its state (State), and the number of SN that belong to it (NbNodes).

x Gateway: includes the general information of each gateway in the network
like its name (Name) and the coordinates of its position in the network
(Coordinates).
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fl DB: WSN_Namel ~
Zone Node
IDk int  H{-Contains— IDi int
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Name |varchar(5) 1Dk int
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NbZ .
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NbGateways State 0]
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Protocol | varchar(10) cad float
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Ctot float
1Dk int
Name varchar(5)
Coordinates | varchar(30)
State [0,1]
b oy

Fig. 9. Entity relationship diagram for WSNs [39]
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* Node: comprises the main information of each sensor node in the network
such as two identifiers (IDi, IDk) which are the key attributes of the entity
and its initial total charge (Crot).

RWSNs_Infos

4 DB: RWSN_Name !

RWSN_Name

NbZones
NbAgents
NDSinks
NbMNodes
Protocol

warchar(30)
int
int
int
int
varchar(10)

Control:

Zone Node
1Dk int H 1Di int
Name wvarchar(s) 1Dk int
State [0.1] Name varchar(10)
NBSinks int Coordinates varchar(30)
NbNodes int Type [Fixed", '"Mobile]
Neighbors| varchar(50) State [0.1]
Contains Cpr float
cad float
Contains. Ciot float
controls
Dm int
Agent 1Dk int
Name varchar(s) Name warchar(10)
IDi int Hi—control Coordinates|  varchar(30)
Dk int Type [Fixed'. ‘Mobile]
Coordinates | varchar(30) State [0.1]
State [0.1] float
float
float

Fig. 10. Entity relationship diagram for RWSNs [39]

— ERD for RWSNs: Fig. 10 displays the ERD of created RWSNs in RWSNSim which
is used to generate the databases used to store information related to the created
RWSNs that can be entered by the user (manual & regular manner) or generated
automatically (automatic & random manner). In fact, this ERD contains the follow-
ing databases:

o [DB:RWSNs]: is a database that includes a single weak entity named

RW SN_Infos which contains the general and common information that re-
lated to each created RWSN such as the number of zones (NbZones), the num-
ber of agents (NbAgents), and the number of MSNs (NbSinks).
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o [DB:RWSN_Name]: For each constructed RWSN with RWSNSim, a database
with the same name is created to store its information. It contains four strong
entities that are defined as follows:

# Agent: includes the general information of each agent in the network such

as its identifiers (IDi, IDk), the coordinates of its initial position in the
network (Coordinates), and its state (State).

* Zone: comprises the common information of the network zones like the

number of MSNs that belong to it (NbSinks), the number of SNs that be-
long to it (NbNodes), and the list of its neighbor zones (Neighbors).

+ Sink: contains the general information of each sink node in the network

such as its type which can be fixed or mobile (Type), the coordinates of
its initial position in the network (Coordinates), and its initial total charge
(Ctot).

Node: comprises the common information of SNs in the network like two
identifiers (IDi, IDk) which are the key attributes, its type which can be
fixed or mobile (Type), its initial charge of the principal battery (Cpr), and
its initial charge of the additional battery (Cad).

5.3 Algorithms

In order to develop RWSNSim, we use many algorithms to apply the suggested method-
ology. The zone agent Agy, must execute Algorithm 1 to apply the mobility in Zj, taking
into consideration the Rule 2 conditions. Moreover, the controller agent Agcy,-; must
execute Algorithm 2 to apply the resizing of zones according to the Rule 3 conditions.
Finally, the controller agent Agcy,-; must execute Algorithm 3 to detect and isolate the
malfunctioning zone agents (for time-driven routing protocols (Ex: LEACH)).

Algorithm 1: Apply the mobility in Z, [38]

Require: Set of SNs and MSNs.

Ensure: Minimize the distance between SNs and MSNs.
for i = 010 VSZ.size() do

for j = 0to V.SZ.get(i).vnactive.size() do

end

end

N + VSZ.get(i).vnactive.get(j);

if (Rule 1.Cdr 1.Cdt 1.1) || (Rule 1.Cdt 2.Cdt 2.1.case 1) || (Rule 1.Cdt 2.Cdt
2.2.case 2) & (Rule 1.!(Cdt 1.Cdt 1.1)) then
‘ S < VSZ.get(i).getSink() S.moveascloseTo(N);

end

if ((Rule 1.Cdt 2.Cdr 2.1.case 2) & (Rule 1.Cdt 2./(Cdt 2.2).case 1)) || (Rule
1.Cdt 2.Cdt 2.2.case 1) then
| M «+ N.getclosest MN() M.moveascloseT'o(N)

end
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Algorithm 2: Resizing of zones in R [38]

Require: Set of active zones.
Ensure: Cover the possible largest zones in R.
for i = 0to NbZ do
Z « V Z.get(i);
if Rule 2.Cdt 1 then
‘ Z1 + findAppropriateNeigh();
end
if Z # null AND Z1 # null then
Z.Ag.deactivate();
for j =0to Z.Ag.NbN Act do
Z1.Ag.V N.add(Z.Ag.V N Act.get(j));
for k = 010 Z.NbSink do
S« Z.Ag.VSZ.get(k).getSink();
if S.state = 1 then
| Z1.Ag.VSZ.add(Z.Ag.V SZ.get(k));
end
end

end
findNeigh(Z1);

end

end

Algorithm 3: Detect the malfunctioning zone agents by Agcir

Require: Set of active zone agents.

Ensure: Detect the malfunctioning zone agents.

sendT'stPck < false; V AgTstPck < null;

AllAgVerif < false; startTime < currentTime();

while AllAgVerif = false do

endT'ime < currentTime(); waitTime < endTime — startTime;

for i = 010 VZ.size() do

if waitTime > dl1(V Z.get(i).Ag, controller) then

V AgT stPck.add(V Z.get(i).Ag);

sendT'stPckTo(V Z.get(i).Ag);

endTime < currentTime();

waitTime < endTime — startTime;

if waitTime > di2(Ag, controller) then
isolate(Ag);

end

end

end
end
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6 Case Study

In this section, we present a case study, simulate it using RWSNSim, and describe the
simulation steps. Then, we evaluate the performance of the proposed methodology.

6.1 Presentation

As a case study, we propose a WSN named WSN_Forest and an RWSN named
RWSN_Forest which are designed to protect the forests against fires to preserve the
animals’ and humans’ lives.

In fact, WSN_Forest consists of a base station BS, 4 zones formalized by Sz =
{Z1, 25, Z3, Z4} where each zone is composed of a gateway denoted by Gy, and 20
sensor nodes defined by Sy (Zx) = {N;x | ¢ € [1..20] and k € [0..4]}. Other-
wise, RWSN_Forest is composed of a base station BS, a controller agent Agcy,, 4
zones formalized by S; = {Z1, Z2, Z3, Z4} where each zone is composed of a zone
agent formalized by Agy|k € [1..4], 3 MSNs denoted by Ssn(Zi) = {SN;r | j €
[1..3] | and k € [1..4]}, and 20 sensor nodes (12 fixed and 8 mobile ones) defined
by Sn(Zx) = {N;r i€ [1..20] and ke [1.4]}.

Each sensor node NN , in WSN_Forest and RWSN_Forest has two sensors: a tem-
perature sensor and a C'O3 sensor.

6.2 Simulation of Case Study

To evaluate the performance of the suggested methodology, we simulate WSN_Forest
and RWSN_Forest. In the following, we show all provided services and simulation steps
by RWSNSim during the simulation of RWSN_Forest.

Step 01 - Choosing the Appropriate Routing Protocol: Before creating a new sensor
network with RWSNSim, the user has to choose an appropriate routing protocol between
LEACH and WBM-TEEN. In this case study, we choose to simulate RWSN_Forest
using WBM-TEEN protocol.

Step 02 - Creating the RWSN_Forest Network: Indeed, RWSNSim provides two man-
ners to create a new sensor network and save it in a database. They are explained as
follows:

1. Manual & Regular: this manner allows the user to enter manually all information
related to each entity in the network, except for the identifiers. In this case study,
we use this manner to create RWSN_Forest.

2. Automatic & Random: this manner allows the user to automatically generate au-
tomatically all information related to each entity in the target sensor network such
as the coordinates, the state, and the batteries’ charge of each entity. The system
randomly selects the related information according to some inputs such as the total
number of zones and the total number of SNs and MSNs in each zone. The user
can also modify each generated information in the created database, except for the
identifiers of network entities.
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Fig. 11. The two creation manners of RWSN_Forest

Figure 11 displays the creation manners in the suggested simulation tool.

In fact, RWSNSim stores all information entered by the user or generated automati-
cally in a database after the creation of the target sensor network. Figure 12 shows the
RWSN_Forest information that is stored in the database used by RWSNSim.

Step 03 - Execution of RWSN_Forest Network: Before starting the network execu-
tion, RWSNSim demands a set of parameters and thresholds. After that, two windows
appear: the simulation graph window and the execution report window. They are defined
as follows:

— Simulation graph window: this window plots the different network entities and
their distribution in the network. It displays also the communication between them
in real-time.

— Execution report window: this window provides a comprehensive report of mon-
itoring times and sensing data sent by sensor nodes.

Figure 13 shows the simulation graph and the execution report of RWSN_Forest that
are captured during the simulation process. .

Step 04 - Notifications & Alerts: The suggested simulation tool provides also many
notification and alert windows which appear synchronized with various events that oc-
cur during the simulation process. Indeed, there are four types of notification and alert
windows: Deactivation notification window, mobility notification window, Resizing no-
tification window, and alert window. Figure 14 displays these windows.
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Fig. 12. RWSN_Forest informations stored in a database

Step 05 - Draw the Obtained Line Chart of RWSN_Forest: After the simulation
process of the target sensor network, the suggested simulation tool provides the ob-
tained results in the form of line charts. Figure 15 illustrates the obtained line chart of
RWSN_Forest.

Through the mentioned provided services and steps of the simulation process, we
note that the proposed simulator is not a specific simulator developed to implement a
specific methodology, but rather tends to be more generalized. Indeed, it can simulate
sensor networks without applying the suggested methodology. It has also the scalability
to include new solutions, techniques and routing protocols.

6.3 Evaluation of Performance

In order to figure out the performance of the proposed methodology, we simulate
WSN_Forest and RWSN_Forest using LEACH and WBM-TEEN routing protocols. In
the following, we present the obtained results in the worst case, which means during
the months when the energy production by each entity E is negligible (£ P,,(E) ~ 0)
and the consumed energy is high (EC[,(E) > 0). Figure 16 shows the obtained line
charts using RWSNSim.
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Fig. 14. RWSN_Forest notifications and alert windows

Through Figure 16, we remark that:

— By comparing case (b) with case (a) and case (d) with case (c), we remark that the
effectiveness of the use of WBM-TEEN protocol achieves a success rate approx
35.82% and 38.36%, respectively.

— By comparing case (c) with case (a) and case (d) with case (b), we remark that
the effectiveness of the proposed methodology with the use of the same routing
protocol achieves a success rate approx 355,22% and 363.74%, respectively.

— By comparing case (d) with case (a), we remark that the effectiveness of the pro-
posed methodology using WBM-TEEN protocol achieves a success rate approx
529.85% compared to the case when we use LEACH protocol without the proposed
methodology.

On the other hand, when a software/hardware failure is committed in an entity I in
WSN_Forest in case (a) or case (b), the packet dropping problem will occur which may
lead to a complete network shutdown. While in case (c) or case (d), the failure will be
detected and isolated when it occurs. Thus, eliminating the packet dropping problem
and RWSN_Forest will still work without problems.

According to the obtained results, we can come up with an important inference with
the choose of the appropriate routing protocol. Indeed, it is better to choose LEACH
protocol as an appropriate routing protocol in the case that the network needs periodic
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monitoring and the sensor nodes are required to send the sensing data periodically.
While it is better to choose WBM-TEEN protocol as an appropriate routing protocol
in the case that the network doesn’t need periodic monitoring and the sensor nodes are
required to send the sensing data only when their values exceed the thresholds.

7 Conclusion

In this work, we described the architecture of sensor networks, formalized the energy
model and the energy problem, and explained the hardware & software failures in sensor
networks. Moreover, we propose a new methodology to resolve the energy, real-time,
and hardware/software failure problems in RWSNs to keep the network alive as long
as possible without human intervention. Furthermore, we developed a new simulation
tool named RWSNSim which is a discrete-event simulator designed for wireless net-
works. The suggested simulator permits simulating WSNs & RWSNs with and without
the proposed methodology using two routing protocol LEACH & WBM-TEEN. In-
deed, we simulated an experimentation with RWSNSim with and without the proposed
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methodology. The results prove the effectiveness of the suggested methodology and
the high performance of the developed simulation tool. In the future, we will strive to
improve the proposed simulator by adding new routing protocols, new solutions and
techniques to resolve more problems in sensor networks, new features, and new types

of charts.
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